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Czym jest
wirtualizacja?

Wirtualizacja polega na
utworzeniu symulowanego
(wirtualnego) srodowiska
komputerowego, ktore
stanowi przeciwienstwo
srodowiska fizycznego.
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Rodzaje sieci
wirtuainych

» Default VLAN e
 Data VLAN . S ===z
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 Management VLAN
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Frame Tagging /
Oznaczanie

Ramek

Oznaczanie ramek
sieciowych polega na
dodawaniu do ramki
12-bitowe] liczby
iIdentyfikujgcej sieC
VLAN nadawcy.
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POU Information at Device: Switch

051 Model Inbound PDU Details Qutbound PDU Details
|
PDU Formats
Ethernetll
] 4 8
FREAMELE: 101010..10 SFD I DEST ADDR:0004 9467 B9AS 5
W
SRC ADDR-000D.BD3S BCCT I TYPE:Dx0E00 DATA (VARIAELE LEMGTH) FCS:0x00000000
051 Model Inbound PDU Details Cutbound PDU Details
.|
POU Formats
Ethernet 802 1q
] 4 ]
PREAMELE: 101010..10 SFD I DEST ADDR: 0004 9467 BOAS | 0
W
SRC ADDR-000D.BD35 BCCT I TRID:E100 TCL:0x000a I Type:0x1 | 0
W
DATA (WARIAELE LENGTH) FCS:0x00000000

Bytes

Bytes
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Tryb Access

Domysiny tryb dla wszystkich
portow w switch-u.

'l‘j!?im"illl‘r:l)!l T

i Inaczej] nazywany trybem
,im,l,&?.; zE LIS Y dostepowym. Pozwala on na
B | | " W0 przypisanie do jednego portu
jednej sieci VLAN

(ramka jest nieoznaczona).



Dziat IT
VLAN 30

Tryb Trunk

Trunk to interfejs, ktory
moze przesytac dane
pochodzgce z wiekszej
llosci VLAN-ow

Z oznaczonymi
ramkami | VLAN-u
natywnego.



Tryb General

LTI ety & :
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i g || dmeas 1l przypisanie jednego portu do
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VTP

VTP (ang. VLAN Trunking
Protocol) — protokot stuzgcey
do zarzgdzania wieloma
sieciami wirtualnymi na
jednym, wspolnym faczu
fizycznym.

Jest to wlasnosciowy
protokot firmy Cisco.
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Sieci wirtualne
a przeitaczniki
Czyli co wspdlnego

ma oprogramowanie
ze sprzetem?
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Konfiguracja
VLAN

Krotki poradnik do tworzenia
sieci wirtualnych na
przetgcznikach Cisco
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(", Logical)( =] Physical ) .. 1331

60-2
Switch

\
:I/ j j N
VLAN10 I \D | VLAN20

a P e a / e
PC-PT PC-PT PC-PT PC-PT PC-PT PC-PT
VLAN10- PC1 VLAN10-PC2 VLAN10-PC3 VLAN20 - PC1 VLAN20 - PC2 VLAN20 - PC3
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— — o | / - < 5 ; 5 / / - Fire LaslStalus Scurce Destinalion Type Color Timelsec) Periodic Num Edit Delele
=S me | F ~ > [smor <]

| > New Delete
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¥ Switch

Physical Config CLI Aftributes
—
105 Command Line Interface
Switch¥show wlan
VLAN Name Status Borts
1 default actiwe Fal/1, Fal/f2, Fal/3, Fal/ /4
Fa0/5%, FabOfe, Fal/7, FalsB8
Fal/%, Fa0/10, Fal/ 11, Fal/lZ
Fa0/13, Fad/14, Fad/l5, Fal/fle
Fz0/17, Fad/18, Fad/l5,
Fa0/21, Fad/22, Fal/23,
Gigld/l, Gigld/s2
1002 fddi—default actiwe
003 token-ring-default actiwe
1004 fddinet-default actiwe
005 trnet-defaunlt sctive
VLAN Type SRID MTU Parent RingWo BridgeMo S5tp Brdgklode Transl Trans2
enet 100001 1500 - - - - - { o
1002 £d4di 101002 1500 - - - - - 0 o
1003 tr 101003 1500 - - - - - 0 b
1004 fdnet 101004 1500 - - - igse - 0 o
1005 trnet 101005 1500 - - - ibm - 0 v
VLAN Type SRID MTU Parent RingWo BridgeMo S5tp Brdgklode Transl Trans2
Femote SPAN VLANS
Drimary Secondary Type Borts
Switch¥
Switch¥
Switch>
Switch¥
Ewitch»
Ewitch¥

Ctri+F& to exit CLI focus

[] Tog

Copy

Pasie




¥ Switch — O

Phiysical Config CLI Atiributes

105 Command Line Interface

Ewitch>en

Switchfconf ¢

Enter configuration commands, one per line. End with CHTIL/Z.
Ewitch{configl#

Ewitch{config)#

Switch{configl#

Ewitch{config)#vlan 10

Switch({config-vlan] name siec testowa 1
Switch({config-vlanl]g

Switch{config-vlanlg

Switch{config-vlanlg

Ewitch{config-vlan)fwlan 20

Switchl(config-vlan] fname ciec testowa 2
Switch({config-vlanlg

Ewitch{config-vlan]#

Ewitch{config-vlanlg

Switch({config-vlan] #end

Switch#

§¥5¥5-5-CONFIG I: Configured from console by console

Switch#
Switch#
Ewitch#
Ewitch#
Switch#
Ewitch#
Ewitch#
Switch#
Ewitch#
Switch#
Switch#
Switch#
Switch#
Ewitch#
Ewitch#
Switch# -
Ewitch#
Ewitch#

Ctri+F& to exit CLI focus Copy Pasie

[] Tog




® Switch

Physical Config CLI Attributes

105 Command Line Interface

Switch#
Switch#
Switch#

Enter configuration command.
Bwitch (config) &
Ewitch({configl#
Bwitch (config) &

Switch({config-vlan)#
Bwitch (config-vlan) g
Switch(config-vlan) i
Switch{config-vlan)]gwvlan 20
Switch{config-vlan) gname wl
Switch (config-vlan] g
Bwitch (config-vlan) g
Bwitch (config-vlan) g

Switch#
£5Y5-5-CONFIG I: Configured

Switch#
Switch#
Swit

L]

Wejscie do trybu

//uprzywilejowanego

. Wejscie do trybu
u dlobalnej konfiguracji

5, one per line. End with

Utworzenie VLAN-u 10

I nadanie mu nazwy
Utworzenie VLAN-u 20
| nadanie mu nazwy

\ Wyjscie z trybu

globalnej konfiguracji

Switch> .. .

uprzywilejowanego

Cir+F6 fo exit CLI focus

[] Tor




¥ Switch — O

Physical Config CLI Attributes

105 Command Line Interface

Ewitch*show vlan
VLAEN Name Status Ports
1 default actiwe Falf1l, Falf2, E 3, FaD/s4
Fal/f5, Fa0/€, Fads7, Fald/fB
Fal/%, Fa0/10, Fel/1ll, Fad/1l2
Fal/13, Fal/14, Fal/15, Fal/le
Fal/17, Fal/18, Fald/13, Fal/20
Fal/21, Fal/2Z, Fald /23, Fals24
Gigds1l, Gighs2
0
0
Nowo utworzone
1003 token-ring-default
1004 fddinet-default V LA N -y
1005 trnet-default
VLEWN Type SRID MTO i BridgeNo S5tp Brdghode Transl Transa2
1 enet 100001 1500 - - - - - 0 0
10 enet 100010 1s00 - - - - - 0 0
20 enet 100020 1500 - - - - - 0 0
1002 £d4di 101002 iso0 - - - - - 0 0
1003 tr 101003 1500 - - - - - 0 0
1004 f£dnet 101004 1500 - - - ieee - 0 o
1005 trmet 101005 1500 - - - ibm - 0 0
VLEWN Type SRID MTO Parent Ringllo BridgeMo Stp Brdglode Transl Trans2
Bamote SPARN VLANs
Primary Secondary Type Forts
Ewitchrexit
Ctri+F6 fo exit CLI focus Copy Pasie

[] Tor




B Switch — O

Physical Config CLI Attributes

105 Command Line Interface

Wejscie do trybu
uprzywilejowanego, a nastepnie do
e / trybu globalnej konfiguracji
Enter configuration commands, one per line. End with CHTL/Z.

Switch(configl#

Ewitch{configl#
Switchl(config) §

Pojedyncze przypisywanie
interfejséow na przelaczniku
do VLAN-ow

Switch({config-if) ¢
Ewitch{config-if)§

To co wyzej
Switch{config-if-range)# tyl ko Zb io rczo

Switch{config-if-range)#

I Switch canfj_i—if—raniell

Switch#
& 5¥5-5—CONFIG I: Comfigured from console by consols Wngcie z Dbu trybéw

Switchf~E

Ciri+F6 to exit CL focus Copy | | Paste

[] Tog




® Switch — O

Phiysical Config CLI Attributes
—
1035 Command Line Interface
Ewitch»
Switch*»show wlan
VLEN NHame Status Ports
1 default actiwe Fal/s4, Fal/%, Falsfe, Fal/s7
Fal/f8, Fab/3, Fal/10, Fal/s14
Fal/s15, Fad/1&, Fad/1l7, Fa0/18
Fal/1%, Fad/20, Fa0/21, Fal /22
= r\-rﬂﬁr = '1..!-1.1: i"'=l|'\.r1‘l r-"ﬂl.l-'\
o actiwe Fals1, Fald/s/2, Fal/sf3
0 active Fal/11, Fadys12, Fad/13
Uilds SCT1wve =
1003 token-ring-defauls active Ztgcza przypisane do
1004 fddinet-default actiwe .
1005 trnet-default zctive naszych VLAN'OW
VLAN Type SRID MTU Parent RinglNo BridgeMo S5tp Brdglode Transl Trans2
1 enet 100001 1500 - - - - - 0 o
10 enet 100010 1500 - - - - - 0 b
20 enet 100020 1500 - - - - - 0 o
1002 £4di 101002 1500 - - - - - 0 v
1003 tr 101003 1500 - - - - - 0 b
1004 fdnet 101004 1500 - - - igse - 0 o
1005 trnet 101005 1500 - - - ibm - 0 v
VLAN Type SRID MTU Parent RingWo BridgeMo S5tp Brdgklode Transl Trans2
Femote SPAN VLANS
Drimary Secondary Type Borts
Switch¥
Switch¥
Cii+F& fo exit CLI focus Copy Pasie

[] Tog




B VILAN1TO - PCT — O ¥

Phiysical Config Des klnE Programiming Atiributes

IP Configuration X

Interface FasiEthemet) w
IP Configuration
() DHCP (@) Static
IPv4 Address [10.0.0.1 |
Subnet Mask 255.0.0.0
Default Gateway 0.0.0.0 |
DNS Server [0.0.00 |
IPv& Configuration
() Automatic (@) Static
IPv6 Address | | 1] |
Link Local Address |FEED::2!]1 ‘COFF:FEAB:AEDY |
Default Gateway | |
DNS Server | |
021X

[] Use 802.1X Security
Authentication MD3S
Username

Pazsword

[] Tog




B! Cisco Packet Tracer ~

- x
File Edit Opfions View Tools Extensions Window Help
FEER20L A @001 Qaeaeao@m B FE ?
ZQae@aZ fl/rme d HE
@ Logical) . Prysica PDU List Window n
Fire Last Status Source Destination Type Color Tima(sec) Periodic Mum Edit Delete
P Successful VLAN10 - PG VLAN10 - PC2 ICMP 0.000 M 0 {edit) (delete) —
P Successful VLAN1D - PCA VLAN10 - PC3 ICMP 0.000 N 1 (edit) (delete) L e
Py Successful VLAN10 - PC2 VLAN10 - PC3 ICMP 0.000 N 2 (edit) (delete) oo el
VLAN10 VLAN20
a N ‘ W
PC-PT 'C-PT
VLAN10 - PC |20 - PC3
Time: 01:52:0 | [::°Realtime:::l\::_:=_Simulatit
SImFme LS 72 )7 D [Sconare0
[ | L New Delete
E‘ m - Copper Straight-Through -




B Cisco Packet Tracer

- x
File Edit Opfions View Tools Extensions Window Help
EERSOLLPACYT QoD@ BFE ?
ZQae@aZ fl/rme d HE
@ Logical) . Prysica PDU List Window n
Fire Last Status Source Destination Type Color Tima(sec) Periodic Mum Edit Delete
P Successful VLAN20 - PCA VLAN20 - PC2 ICMP 0.000 N 0 (edit) (delete) T —
P Successful VLANZD - PCA VLANZ0 - PC3 ICMP 0.000 N 1 (edit) (delete) L e
Py Successful VLAN20 - PC2 VLAN20 - PC3 IcuP 0.000 N 2 (edit) (delete) oo el
VLAN10 VLAN20
- T e I
PC-PT 'C-PT
VLAN10 - PC 120 - PC3
Time: 01:52:1 | [::°Realtime:::l\::_:=_Simulatit
SImFme LS 72 )7 D [Sconara1

[ | > New Delelg
4 3 >
H Toggle PDU List Window|
Copper Straight-Through




B Cisco Packet Tracer - X
File Edit Opfions View Tools Extensions Window Help

iSRS O0Ch PAFT QanE B ?
ZQae@aZ fl/rme d HE
.Logicall i e2a FLL LIS ndo
Fire Last Status Source Destination Type Color Tima(sec) Periodic Mum Edit Delete
P Failed VLAN10 - PCA VLAN20 - PCA ICMP 0.000 N 0 (edit) (delete) —
P Failed VLAN1D-PC2  VLAN20 - PC2 ICMP 0.000 N 1 (edit) (delete) L e
Py Failed VLAN10-PC3  VLANZ20 - PC3 ICMP 0.000 N 2 (edit) (delete) T e .
P Failed VLANZD-PC3  VLAN10 - PC1 ICMP g 0.000 N 3 (edit) (delete) I v
P Failed VLAN20 - PC2 VLAN10 - PC2 ICMP 0.000 N 4 (edit) (delete)
P Failed VLAN20 - PCA VLAN10 - PC3 IcMP g 0.000 N 5 (edit) (delete)
VLAN10 VLAN20
- T e I
PC-PT 'C-PT
VLAN10 - PC 120 - PC3
a
Time: 01 f 7| [::°Realtime:::l\,::__=_Simulatit
yImFwe = | A= >22>77 7 D [seenstod -
[ | L New Delete
E‘ m - Copper Straight-Through -
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File Edit Opfions View Tools Extensions Window Help

EiERdO0rid @2acy @@ BFE ?
SZo@a@EZ H/srmed B

(. Logical)( ] Physical)= 1517 107

— — o e
== = PC-PT PC-PT

PC-PT PC-PT VLAN20 - PC4 VLANZ20 - PC5
VLAN10 - PC4 VLAN10 - PC5

0-2 VLAN20
VLAN10 Switch

~J

_—Ju _—w _—n

o g
_——e 7/ _——u

PC-PT PC-PT PC-PT PC-PT PC-PT PC-PT
VLAN10 - PC1 VLAN10-PC2 VLAN10-PC3 VLAN20 - PC1 VLAN20-PC2 VLAN20 - PC3

NN R~ e e e e e e e e~ e e~ e Fire LastStatus Source Destination Type Color Time(sec) Periodic Num Edit Delete
B G G G e e G G G e e e e s s D [scenarion | s fsec)
4331 | | 4321 | 1941 | 2001 | 2011 | 81910X S194GW 825 | | 1240 | |Precer Prewpy) 1841 | (6omm| 2s2ma4) | 2811
d New Delete
4 3
Toggle PDU List Window
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B Switchi O
Phiysical Config CLI Atiributes
]
1035 Command Line Interface
Switch¥en
Switch#conf t
Enter configuration commands, one per line. End with CHTL/Z.
Switch{configl#
Ewitch{configl dvlan 10
Switchl(config-vlan] §name test_wvlan 1
Switch({config-vlanlg
Ewitch{config-vlan)f#wlan 20
Switch(config-vlan] #name test_wlan 2
Switch({config-vlanl]g
Switch{config-vlan] #end
Switch#
85YS5-5-CONFIG I: Configured from console by console
Switchfconf ¢
Enter configuration commands, one per line. End with CHTL/Z.
Switch{configl#
Switch{config)#interface fastEthernet 0/1
Switch(cor g-if) #switchport access wvlan 10
Switch{config-if) §
Ewitch{config-if) #interface fastEthernst 0/2
Ewitch({config-if) §switchport acecess wlan 10
Switch(cor g-ifl ¢
Ewitch{config-if) §interface fastEthermst 0/11
Switch(cor g-if) #switchport access wvlan 20
Switch({config-if) §
Switch(cor g-if) f#interface fastEthermet 0712
Switch{config-if) §switchport access wlan 20
Ewitch{config-if)§
Ewitch({config-if) fend
Switch#
&5Y5-5-CONFIG I: Config&:ed from console by conscle
Switchfexit -
Ctri+F6& to exit CLI focus Copy Pasie

[] Tog




® Switchi

Phiysical Config CLI Attributes

105 Command Line Interface

® Switch — O

Phiysical Config CLI Attributes

105 Command Line Interface

Switchren
Ewitch#fconf t

Switch{config)#

Switch{config)#interface gigabitEthernst 01
Switch{config-if) §switchport mode trunk
Ewitch{config-if)§

Ewitch({config-if) §switchport trunk allewed wlan 10,20
Switch{config-if) §

Ewitch{config-if) fend

Switch#

§5¥5-5-CONFIG I: Configured from console by consols

Switchfexit

Bwitch conl is now awailable

Enter configuration commands, one per line. End with CHTL/Z.

Wybranie portu i ustawienie
go jako port trunk

Switch>en
Switchfconf ¢
Enter configuration commands, one per line. End with CJ#

Switch:canfii]#

Switch({config-if) §
SLINEPROTO-5-TUPDOWH: Line protocol on Interface GigabitEthernetd/ /1, changed state to down

RLINEPFROTO-5-UFDCOWN: Line protocol on Interface GigabitEthernetl/ /1, changed state to up
Switch({config-if) §

Ewitch({config-if) §

Switch({config-if) fend

Switch#

§¥5¥5-5-CONFIG I: Configured from console by C ole

Switchfexit

Umozliwienie sieciom VLAN
10 i 20 na kozystanie z trunk-a

Switch conl is now awvailable

Cii+F& fo exit CLI focus

(] Tog h

Copy

Cii+F& fo exit CLI focus Copy Pasie

[] Tog
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File Edit Opfions View Tools Extensions Window Help
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Successful
Failed
Failed

Successful
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Color
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M
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Edit
(edit)
{edit)
(edit)
{edit)
(edit)
{edit)

Delete

(delete)
(delete)
(delete)
(delete)
(delete)
(delete)
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0.000
0.000
0.000
0.000
0.000

Periodic
N

Hum

Edit Delete
(edil) (delete)
(edil) (delete)
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(edit) (delete)
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L . ¥ Switch O
Phiysical Config CLI Atiributes Phiysical Config CLI Atiributes
— —
1035 Command Line Interface 1035 Command Line Interface
Ewitch*show interface trunk Ewitch*show interface trunk
Bort Hode Encapsulation Status Native wvlan Bort Hode Encapsulation Status Native wvlan
Gigls1l on 80Z.1qg trunking 1 Gigls1l on 80Z.1qg trunking 1
Port Vlians allowed on trunk Port Vlians allowed on trunk
Giglds1l 10,20 Gigl/s1 1,20
Bort Vlans alleowed and active in management domain Bort Vlans alleowed and active in management domain
Giglds1l 10,20 Gigl/s1 1,20
Dort Vlang in spanning tree forwarding state and not pruned Dort Vlang in spanning tree forwarding state and not pruned
GiglsfLl 10,20 Gigl/s1 10,20
Switch¥ Switch¥
Switchrexit Switchrexit
Switch conl is now awvail:zsble Switch conl is now awvail:zsble
Ctri+F& to exit CLI focus Copy Ctri+F& to exit CLI focus Copy Pasie

[] Tog

[] Tog




Czas na troche
praktyki

Teraz do sieci
utworzonej na
poprzednich slajdach
utworzymy kolejny
VLAN na zywo.



Tunelowanie




Definicja
tunelowania

Tunelowanie to
zestawianie potgczenia
pomiedzy dwoma
hostami dajgce
wrazenie potgczenia
bezposredniego.




Data

UDP | UDP
header| data

IP

|IP data
header

Jak dziata

tunelowanie?

Tunelowanie wykorzystuje
technike enkapsulaciji,
jednego protokotu w innym.
Enkapsulacja polega na
upakowaniu danych

Frame
header

Frame data

Frame
footer

Z wyzszej warstwy modelu
OSI do warstwy nizszej.




Tunelowanie w
oparciu o SSH

Tunelowanie w oparciu
0 SSH polega na
przesytaniu
niezabezpieczonych
pakietow protokotow
TCP przez bezpieczny
protokot SSH.




Tunnel IPv6 - IPv4 Tunnel IPv4 - IPv6
. IPv4 Network .

Router 2

Router 1

IPv6 IPv6

Sender Pc Receiver Pc




Techniki
tunelowania

Techniki datagramowe:

* L2TP (Layer2 TunnelingProtocol)

* GRE

(GenericRoutingEncapsulation)
* GTP (GPRS TunnellingProtocol)

PPTP (Point-to-
PointTunnelingProtocol)

PPPOoE(Point-to-

PointProtocoloverEthernet)

 PPPoA(Point-to-
PointProtocoloverATM)

* IP-IPTunneling,

* |psec

* IEEE 802.1Q (Ethernet VLANS)
Techniki strumieniowe:

* TLS (Transport LayerSecurity)
« SSL (SecureSocketLayer)



Wprowadzenie do
Wirtualnych Sieci
Prywatnych

Czyli czy warto ptacic
za VPN-a?
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Czym jest VPN?
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Najpopularniejsi
dostawcy VPN

« NordVPN

Private Intenet Access VPN
« Surfshark VPN
 CyberGhost VPN

« TunnelBear VPN

* EXxpressVPN
 ProtonVPN

 Mullvad VPN

o |td.



Czym jest TOR?

Tor (ang. The Onion
Router) — wirtualna siecC
komputerowa
implementujgca
trasowanie cebulowe
drugiej generacii.

Pozwala na anonimowe
przegladanie internetu, jak
| dostep do tzw. Dark
Webu.




E) How Tor Works: 3 5 Tor node

. « . uUnencrypted link

—pp €Nncrypted link

Step 3: If at a later time, the
user visits another site,
Alice's Tor client selects a
second random path.
Again, green links are
encrypted, red links are

in the clear.

T ——
Dave




Maty poradnik do
tworzenia
wiasnego VPN-a

,,,,,,,,

Projekt DIY, chyba za duzo
juz spedzitem czasu nad tg
prezentacja.



OpenVPN,
a Wireguard

W wielkim skrocie Wireguard
jest nowszy, szybszy
| bezpieczniejszy, ale

przechowuje adres IP
naszego komputera, zeby
mOoc poprawnie dziatac.
Czego nie robi OpenVPN.




Jak zainstalowac¢
i ustawic¢ VPN

Na urzadzeniach z system
RaspbianOS, Ubuntu

| iInnych dystrybucjach
bazujgcych na Debianie.




OpenS5H SSH dlient A SR

pi@raspberrypi:~$ curl -L https://install.pivpn.io | bash



Existing Install Detected!

We have detected an existing install.
Jetc/pivpn/wireguard/setupvars.conf

Please choose from the following options (Reconfigure can be used
to add a second VPN type):

Update Get the latest PiVPN scripts
Repair Reinstall PiVPN using existing settings

Reconfigure Reinstall PiVPN with new settings

<Cancel=>




Welcome

P1VPN Automated Installer

This installer will transform your Raspberry Pi into an OpenVPN or
WireGuard server!




Initiating network interface

Static IP Needec

The PiVPN is a SERVER so it needs a STATIC IP ADDRESS to function
properly.

In the next section, you can choose to use your current network
settings (DHCP) or to manually edit them.




Calibrating network interface

Are you Using DHCP Reservation on your Router/DHCP Server?
These are your current Network Settings:

IP address: 192.168.1.38/24
Gateway: 192.168.1.1

Yes: Heep using DHCP reservation
No: Setup static IP address
Don't know what DHCP Reservation is? Answer No.




Calibrating network interface

Static

Do you want to use your current network settings as a static
address?

IP address: 192.168.1.38/24
Gateway: 192.168.1.1




IP information

It is possible your router could still try to assign this IP to a
device, which would cause a conflict. But in most cases the
router is smart enough to not do that.

If you are worried, either manually set the address, or modify the
DHCP reservation pool so it does not include the IP you want.

It is also possible to use a DHCP reservation, but if you are
going to do that, you might as well set a static address.




Parsing User List

Choose a local user that will hold your ovpn configurations.




Choose (press space to select):

<Cancel=>




Setup PiVPN

Installation mode
WireGuard is a new kind of VPN that provides near-instantaneous
connection speed, high performance, and modern cryptography.

It's the recommended choice especially if you use mobile devices
where WireGuard is easier on battery than OpenVPN.

OpenVPN is still available if you need the traditional, flexible,
trusted VPN protocol or if you need features like TCP and custom
search domain.

Choose a VPN (press space to select):
(%) wWireGuard
( ) OpenVvPN

<0k=> <Cancel=>




Default wireguard Port
You can modify the default wireguard port.
Enter a new value or hit 'Enter' to retain the default

51828

<Cancel=>




Specify Custom Port

Confirm Custom Port Number

Are these settings correct?
PORT: 51826




Public IP or DNS
Will clients use a Public IP or DNS Name to connect to your server
(press space to select)?

(%) bm i 2L 0 Use this public IF
(') DNS Entry Use a public DNS

<Cancel=>




Server Information

The Server Keys will now be generated.




Security Updates

Unattended Upgrades

Since this server will have at least one port open to the
internet, it is recommended you enable unattended-upgrades.

This feature will check daily for security package updates only
and apply them when necessary.

It will NOT automatically reboot the server so to fully apply some
updates you should periodically reboot.

h




Security Updates

Unattended Upgrades

Do you want to enable unattended upgrades of security patches to
this server?




Make it so.

Installation Complete!

Now run 'pivpn add' to create the client profiles.
Run 'pivpn help' to see what else you can do!

If you run into any issue, please read all our documentation

carefully.
All incomplete posts or bug reports will be ignored or deleted.

Thank you for using PiVPN.




It is strongly recommended you reboot after installation. Would
you like to reboot now?




The system will now reboot.




OpenS5H 55H dient ®o o+ W _ '

pi@raspberrypi:~% pivpn --help
:: Control all PiVPN specific functions! Dodajemy nowego
Usage: pivpn <command> [option] klienta do naszego

VPN-a

:: Commands:

-a, add Create a client conf profile
-c, clients List any connected clients to the server
-d, debug Start a debugging session if having tr e Nazywamy Qo
=1, list List all clients "TEST"
-qr, qrcode Show the grcode of a client for_uSe with the mobile
-r, remove Remove a client
-off, off Disable a user
-on, on Enable a user
-h, help show this help
-u, uninstall Uninstall pi
-up, update Updates

1l -bk, backup Bac
pi@raspberrypi:~% pivpn add
Enter a Name for the Client: TEST
: Client Keys generated
:: Client config generated
::: Updated server config
::: Updated hosts file for Pi-hole
:: WireGuard reloaded

:: Done! TEST.conf successfully created!

:: TEST.conf was copied to /home/pi/configs for easy transfer.

:: Please use this profile only on one device and create additional
:: profiles for other devices. You can also use pivpn —-qr




OpenS5H 55H dient ®o o+ W

IInter+acEI

Privatekey = DOOSMieHL e e TITTOLIE LE S S 88 DY raSaiig iy
Address = 18.6.8.2/24

DNS = 18.6.6.1

[Peer]

PublicKey = //U9BWrjiHDLEXsDbUTQbMpf9pdoR8UUNLEQGVorDUc=
Presharediey = F03aArc il T fPaseiad basglalebanaitunre
Endpoint = plas#gisj#.ddns.net:51828

AllowedIPs = 0.0.0.8/8, ::8/8




() WireGuard

Tunele  Dziennik

Aby dodac nasz
VPN musimy
wybrac jego plik
konfiguracyjny
lub go utworzyc
samemu

Importuj tunel (tunele) z pliku

B DodajTunel ~ ) X | &
| %




f.) WireGuard

Tunele  Dziennik

TEST-5K

= Dodaj Tunel v| 4 |

=

Interfejs: TEST-5K
Status:

Mieaktywny

Klucz publiczny:  §z5108nBSZ8RSmred3pMVFUSE/ TzGD35zvroEvEXD28=
Adresy:  10.6.0.2/24
Serwery DN% 10,601

Aktywu

Peer

Klucz publiczny:

PSK:
Dozweolone adresy IP:

Urzadzenie koncowe:

SUIBWriHDIEXsDbUTCbMpf9pdoREU4nIEQGYerDU
=

wlaczyd
0.0.0.0/0, :/0
P, ddns.net: 51820

Edytu




OpenSSH SSH dlient “# OpenSSH SSH client X |+ W - O x

pi@raspberrypi:~$ pivpn -gr
Client 1list

1) TEST

2) PlasnyA8

Please enter the Index/Name of the Client to show: 1
:: Showing client TEST below




19348 C BN T 0 T2% 1934 QW C BN T2%m

WireGuard

TEST-SK ]

Import Tunnel from QR Code

e Tunnel Name

TEST-SK

BE 8

TR2134 51671891} 0

QIWREJRETRYJURIJOQP
AfSEIDRJFRGRHRJEK]JL

ZgXJCjVIBINIMp &

4 Polski »

Tip: generate with “grencode -t ansiutf8 < tunnel.conf".



Command Prompt ¥ 4w 2327 e ) C

—— e R link/none
P \TSETSAPPRASSIpEOnTAg /e 19: epdgl: <POINTOPOINT,MULTICAST,NOARP> mti
Windows IP Configuration link/none
. 20: epdg2: <POINTOPOINT,MULTICAST,6 NOARP> mti
Host Name . . . . . . . . . . . . ! Machina link/none
Pri D Suffi e e e e a a1
e T 21: epdg4: <POINTOPOINT,MULTICAST,NOARP> mt:
IP Routing Enabled. . . . . . . . : No link/none
WINS Proxy Enabled. . . . . . . . ! No . .
e A e A e e 22 i?ﬁi?ﬁo:ZOINTOPOINT'MULTICAST'NOARP> mt
Unknown adapter TEST-SK: 23: epdg3: <POINTOPOINT,MULTICAST,6NOARP> mti
Connection-specific DNS Suffix . : link/none
Description . . . . . . . . . . . : WireGuard Tunnel 24: epdg6: <POINTOPOINT,MULTICAST,NOARP> mti
Physical Address. . . . . . . . . : link/none
DHCP Enabled. . . . . . . . . . . :No 25: epdg7: <POINTOPOINT,MULTICAST,NOARP> mti
Autoconfiguration Enabled . . . . : Yes link/none
IPvd Address. . . . . . . . . . . : 18.6.8.2(Preferred)
Subnet Mask . . . . . . . . . . . : 255.,255,255.0 27: tun0O: <POINTOPOINT,UP,LOWER_UP> mtu 128
Default Gateway . . . . . . . . . ! 0.0.08.80 link/none
NetsT0S over Tepip. . . . . . . . : Enabled inet 10.6.0.3/24 scope global tun0
valid_1ft forever preferred_lft fore
Ethernet adapter Ethernet: $ I
Connection-specific DNS Suffix . : home
Description . . . . . . . . . . . : Realtek PCIe GbE Famil ESC ﬁ CTRL

Physical Address. . . . . . . . . : UC-ED-FB-66-98-E2



Zrodla-

https://eia.pg.edu.pl/documents/1113028/0/PS1%20-
%20VLAN%201%20tunelowanie%202015.pdf

* https://pasja-informatyki.pl/sieci-komputerowe/vlan-wprowadzenie/

o https://pl.wikipedia.org/wiki/Wirtualna sie¢ lokalna

« https://pl.wikipedia.org/wiki/Model OSI

« https://www.omnisecu.com/cisco-certifled-network-associate-ccna/vlan-membership-
types.php

« https://www.educba.com/types-of-vian/

o https://sieci.infopl.info/index.php/rodzaje/lan/rodzajevian

e https://youtu.be/GrgXlenJ12E

o https://innasiec.pl/konfiguracja-vlan-cisco-switch/

e https://community.cisco.com/t5/small-business-switches/general-vs-trunk-mode/td-p/2281870

o https://www.thomas-krenn.com/pl/wiki/Podstawowe informacje o VLAN

e http://home.agh.edu.pl/~pmarynow/pliki/sieci2019/Tunelowanie.pdf

o https://vpnekspert.com/dostawca-internetu-wie-jakie-strony-przegladasz-ale-mozna-to-
zmienic/



https://eia.pg.edu.pl/documents/1113028/0/PSI%20-%20VLAN%20i%20tunelowanie%202015.pdf
https://eia.pg.edu.pl/documents/1113028/0/PSI%20-%20VLAN%20i%20tunelowanie%202015.pdf
https://pasja-informatyki.pl/sieci-komputerowe/vlan-wprowadzenie/
https://pl.wikipedia.org/wiki/Wirtualna_sieć_lokalna
https://pl.wikipedia.org/wiki/Model_OSI
https://www.omnisecu.com/cisco-certified-network-associate-ccna/vlan-membership-types.php
https://www.omnisecu.com/cisco-certified-network-associate-ccna/vlan-membership-types.php
https://www.educba.com/types-of-vlan/
https://sieci.infopl.info/index.php/rodzaje/lan/rodzajevlan
https://youtu.be/GrqX1enJ12E
https://innasiec.pl/konfiguracja-vlan-cisco-switch/
https://community.cisco.com/t5/small-business-switches/general-vs-trunk-mode/td-p/2281870
https://www.thomas-krenn.com/pl/wiki/Podstawowe_informacje_o_VLAN
http://home.agh.edu.pl/~pmarynow/pliki/sieci2019/Tunelowanie.pdf
https://vpnekspert.com/dostawca-internetu-wie-jakie-strony-przegladasz-ale-mozna-to-zmienic/
https://vpnekspert.com/dostawca-internetu-wie-jakie-strony-przegladasz-ale-mozna-to-zmienic/
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