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1. Uruchomic klienta FTP np. FileZilla i zalogowac sie na dowolny serwer FTP w
trybie PASSIVE

| P Cumtorn Ubbarkss Server X154 LTS - Faweé Pustemmat 16 (£1) [Liuch | - Oracie VM Vieuu o x

Settings

Select page Passive mooe
- chn i Some misconfigured remote servers whiach are behind a router, may reply with thelr local i address,

. FIP O Use the server's extemal IP address instead
Active mode Eall Back to sctive mace

FTP Proxy

SFTP
Generic proxy

w Trarsters
FTP: File Types
File exists action

 Interface
Passwords
Themes
Dateftime format
Alesize farmat
File lists

Language
= Fiile editing

ox

| P Cumtorn Ubbarkss Server 2054 175 - Faweé Pasterms U5 (27) |

ftp@ftp. kamsoft.pl - FileZila x
Rle Eot View Tansfar Server Bookmarks Help
2 v famsNEs OO s L= S
Host  ftp.kamsoft.pl Usemame:  ftp Password: Part: Quickcoanect -
IStatus. fretrieving d’ve&tocy listing of “/pub”,
Sratus: Server sent passive reply with unroutable address, Using servers address instead
IStatus: Directory Esting of */pub® successtid
atus. Retrieving directary listing of “/pubytools”. ..
tatus: Server sent passive reply with unroutable address, Using server address instead.
IStatus; Directory isting of */pubitoois”™ successiul
status, . Retrieving dwectory listing of “/publtools?,
Loc site:  /homefppyWDy - Reamote s Jpubtocks -
0 Public 2 I
N empiates o ssh
o Videos - [ pub Y
B wol ® 2200
b= 2o~ | Flename A Filesize Fliotype Last modife: Rermissiol Owner/Geo
Filename A Flesize Fletype i
.. | Katowice Ditectory 01/27/202... 0755
0 Leszno Directory 07/26/202... 0755
M orun Directory ONO7/202... 0733
W poznan Directory 0314201, 0755
Empty directory. 4 directones
Server/Local Nhe Directic Remote Me Size Priarity Status
| Queued files | Fallid transfers | Successtul warsfans
RBN Quens: empty e
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2. Uruchomic ustuge serwera vsFTPd i za pomocg wybranego klienta potgczyc
sie z serwerem na konto anonymous.

P8 Cuntorn Uburiu Server 2054 (75 . Paws? Pasternak U6 (27 [Uruchermona] - Orecie VM ViduaBon

Activities & FileZilla ~

Host lecalnost Usemame Password Pornt Quickconnect -

Cormecting 10 127.00 1:21
Cormection estabished, walting for welcome message

ns ¢ server, it does not support FTP

Server does not suppoct non-ASCH charac

Logged in "
Retrieving dvectory listing |

Directory lsting of */* successtul

| Loc site:  /home/pprWDy/ e | Namote sile

-
Public n
Eemplates
Videos
Fllename A Flesize Rletype Flename A flesize Filetype  Last modifier Permissior Dwnenteo
Ermpty directony Bsting
| Empty directory Empty drectary
B Quene: empty o0

3. Umozliwi¢ uzytkownikowi anonymous tworzenie wtasnych katalogdw na
serwerze oraz zezwoli¢ na usuwanie/zmiane istniejgcych plikéw.

| P8 Cumtern Uburty Server 20 Pawet Pestatruk 3b (¥1) (nschamimna) - Otack VM Virtuslbon

Activities & FlleZilla Oct 1 15716 -
localhost - FileZilla x
| File Edit View JYransfer Server Hookmarks Help
|
v R - ORhO 5 = A »
jost locadhost Usermame Passworrd Fort Quickcormect -

Status Connection estatlished, walting for welcome message
Status Insecure server, it does not support FTP aver TLS
[Status Sesver does not support nor-ASCH characters
[Status Logged in
[Status Retrieving directary Ssting
Status Directory listing of */* successhal
Status Disconnected from server
Local nite:  /hoame/ppnwvhy - Remote sae:  PUR -

emplates - /

Videos - m

wol TEST

» snap
» lib
Hlename A Alesze Aletype Flename A Flesize Rletype  Last modifier Permissior Owner/Gro
B test2 et OB txtdlis TESY Directory 10/01/202. . drwx— 124 131
tost2.txt 08 txtfle 10/01/202 w 124 133
3
Selected 1 Ve, Wtal size: 08 1 file and I threctory. Total size 0 8
8% Queue empty e
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Pawet Prtetruk 36 (71) fuchommne

Jeacke VM Virtusibon

4. Wytgczy¢ obstuge anonimowego uzytkownika.

8 Cuotern Ubrrtus Server 2004 (75

FileZilln
File Edt View JYramsfer Server Hookmarks Help
§ > e - OO > TE A »
Host:  locadhost Usermname Passwortd Quickcors -
iStatus fesolving address of locathest
tatus Connecting to 127.0.0.1:21.
tatus Connection establishea waiting for weicome message..
SO0 OOF valtpd: both Jocol and anonymous access disobbed
o yuldd 1Ot connedt Lo server|
| Lo site:  mome/ppvVDyY .
e )
’ oin
’ boat
cdrom
» ot
| Flename A Flesize Fletype Alename A Fesize Rletype Last modifier Permission Ownes)Gro
|

test2.1xt

| & file

5. Zalogowac sie na serwer przy uzyciu konta systemowego oraz pobrac i/lub

ﬁ Catern Uburty Sencer 2004 [T

Activ

Host

[Status
tatiss
[Status

IStatus
Status

ities

Ednt

v Y- ORhO

06 txtfle

otal sze: 08 Not connected

umiesci¢ dowolne dane.

Pawet Prstarruk 3b (F1) fuchommna

& FlleZilla

View JTransfer Server gookmarks

Jtacke VM Virtualon

locadhost [ll’.w-nmr pp Passwor 9009

Directory listing of “fhome/pgyWD" successful
fesolving address of locaihost

Cornecting to 127.0.0.1:21

Connection established, wasing for welcome message
Insecure server, it does not support FTP over TLS.
Server does not support Na-ASCH characters

Logged in

Starting upioad of Mome/pp/WDNest2 Txt

Ale trarsdfer successhul, transterred 0 B in 1 secand

1
Retrieving directory Bsting of *fhome/ppiWD”

Not connected to any server

Quickcors

M Queue

ety

Directory listing of “Mome/pouwD*® successfyl
| Loed site:  home/ppyWDY - flemote ste:  MhomeyppdWD .
| - ) ¥ Public
’ bin 2 Tempiates
’ boat ¥ Videas
cdrom o)
» ot

lename A

L

Flesize Fletype

Rlename A Fasize Rletype
|
12.1xt 08 txtdtie test2 tet 08 txtfile
test3tat 08 txttile

1 f¥e. Wtal

-}
=
~N

—

100017202
10/01/202 o

D
'

Last modifier Permissior Ownes/Gro

IWAWS 1000 1000

1000 1000

2

Y

Queue

ety

ve
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6. Ogranicz uzytkownikom logujgcym sie do serwera vsFTPd dostepu wytgcznie
do ich katalogéw domowych.0

You may local u o their JFRE directories. § g for
# the possible ris 1 1 g using chroot_local_user
# chro
chroot_local_usersYES
# How to fix error 566? This wmay:
allow_mriteable_chroot=YES

You may specif explicit 12 of L vsers to chroot() 0 their SGLE
directory. tecal_user 1s YES, then this list becon a list of
users to NOT chroot

{(Warning! chr ng n be very dangerous. If using chroot, make sure that
the user doe ¢ ¢ write ace to the top level directory sithin the

chroot)

hroot_local_user
ehroot_list_enabl

(default folloms)
ehroot_list

You may activate the "-R" option to the builtin 1s. This is disabled by
130 default avoid remote users being able to ss¢ excessive I/0 on large
131 $1%¢ Y y me broken FTP clients suc x p" and assune
132 the presence of the aption, so there 1 strong y for enabling it.
133 #1ls_recurse_enable
134
135 Customi
136 #
137 # Some of vsftpd's settings don't fit the files
vsftpd.conf
:set nunber

(8] 1:CONFs 2:, “custom-server” 88:68 06-0Oct-2
PR Cuntorn Ubrartu Server 2054 (75 . Pawed Pesternak Us (21) [Uruchermrona] - Onecle VM Vet B on - o

Activities & FlleZilla » Oct 6 0807

pp@localhost - FileZilla x
File Edit Veew Transter Servar Boockomarks Help
e - — "
™ - OhO % ' »

Haost localhost Usemame: pp Fasspord 999009 Font Quickcoanec: -
Status vIhost
f 21
I 3 Ce ction established, waiting for welcome message

Status Insecure server, it does not support FTP over TLS.
IStatus Server does not support non-ASCH characters

Status Logged in

SLAL Retrieving drectory listing
Status Directory isting of */* successtul

Status Retrieving directory listing of “/WD*
[Status Calcufating timezone offset of server...
[Status Timezone offset of sarver is 0 sec s
Loc site:  home/pp/Downloads/ - Remote site:  Downloads -
} v — ymr {
- '
Documents
Downloatds
LR
Alename A Flasize Retype Flaname ~ Fles2e FRletype  Last modfier Permissior Owner/Gro
rshan-patelL1 658 2 K8 |pg-file garshan-pate A58 2 KB |pg Mie 0907202 IW-IW-t 1000 1000
1 file. Dtal size: §38.2 B 1 file, ol sre: BS8.2 KB
B0 Quee: empty ve
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7. Zawez dostep tylko niektorym uzytkownikom.

| B opBouston wever ' - a X

testuser |# chroot_list_enable below.
fchroot_ _usaraND
# How to fix error 8?2 This
allow_writeable_chroot=YES

You may specify an explicit
director If chroot_local_u
users to NOT root()
ing! chroot'ing can be very dangerous. If using chroct, nake sure that
does not have write sccess to the tep level directory within the

chroot)

chroot_local_user=N0
chroot_list_enable=YES
chroot_list_file=/etc/vsftpd.chroot_1is
B
You may actl he "-R" option to the buil

avlt to avoid note ers being
s1tes., evor, ne broken FIP ¢l

pr ¢ of the "-R™ option,

ES

tomization

2
# Some of vsftpd's
# defavult,

i

<d.chroot_list [+] 2,6-1 ALll/etc/vsftpd.conf 128,1 86"

[8] 1:sudox “custom-server” 88:17 13-0ct-2

PR Cuntorn Ubrarts Server 2058 L75 . Pawed Pesternak Us (21) [Lruchermrona] - Orecie VM Vietes B on - o X

Activities & FlleZilla » Oct 13 08718
ppBlocalhost - FileZiia x
Edt View Transter Servs marks  Helg
- - - . — " - . _—
- OIhO % =2 v - OO % F Q »
locathost test e9000 i Host ocalhost Ysermame pp Fassword Port
Status Retrieving derectory listing n lving address af locathost
Status Directory Usting of "/hometestuser” successiul Connecting to 127.0.0,1:21
[Status ed from server Connaction established. wadting Tor welcoms
IStatus es0iving address o nsecure server, it does not support FTP over T
[Status Connecting 10 127,0.0.1:21 Server does not support NorrASCI characters
Status Connection established, waiting for welcame message Logged in
Status Insecure server, it does not support FTP over TLS. Retrieymng directory ksting
Status Server does not support non-ASCH charactess Directory listing of *Mome/pp* successiul
Slatus Logged in
[Status Retrieving directory listing
Status Directory istng of */* successtul
fe/ / ICal 859 micads) « Aemote site:  /homelpp .
> n - ! -
’ bin ’ Dir 4
’ boot » boot ’ m
cdrom cdrom
’ My : . Ao
FAlename A F Alaname ~ Flesie Rietype Last ma Rename A F Rananw A Filesize Fletype Last modine: Permissior
shan-patedL1 85 testuserhome 156 txtNie 10/006/2 darshanpa 85 Dasktop Director rwxrx i
testuser-homedir.. testuser-haomedir Documents Direct drwxex.. §
Downdoads Directory drwxre i
Music Directory drwx |
Pictures Directory 09/06/202 rwxr-x
Publc Directory 05/06/202. arwxrx b
2 Al Tots 10 directones
20 29 LL2




Pawet Pasternak 3lb — Konfiguracja serwera vsFTPd

testuser # How to fix error 508? Fhis
allow_writeable_chroot=YES
ki
You may i e of local users t
directory hrooct_local_user YE
ta NOT root()
1g! chroot®ing cen be very dangerous. If
* does not have write sccess to the top level directory withi
chroo
n
chroot_local_user=YES
chroot_list_enable=YES
chroot_list_file=/etc/vseftpd.chroot_1ist
o
£ You may sctivate the "-R" option to the buiiti (| dis
2 defavult to oid renote use being able to xe fve I/0 on lar
pever, e broken FTP clients such ¢ vd "marr

the presence aof the "-R™ option, there is ong case for enabll

Sone of 5 L » on't fil Layout by
defavlt

directory should not be writabla by the ftp uvser. This directory is used

<d.chroot_list [+] 2,08-1 All/etc/vsftpd.conf 124,1 87%

[8] 1:sudox “custom-server” 88:15 13-0ct-2

g
o
-3 3 ion should be the nane of a directo which 1s empty Also, the
i
/

atoen Uburty Server 2054 (75 . Pawed Fasternat 16 (27) [Uruchermrona| - Omce VM VituaBon - o

Activities & FileZilla ~

Eox Yiew Transfar Servs Helg
- - - — - - -
- o - - = . Vv - » . 4 )

locathost i ocalhost Username: pp Fassword. 99909 Fot
Status Directory Directory listing of “Mome/pp” successtul
Status Corn on closed by server
[Status Duconnected from server
SLatus Mesotving address of localhost °
15 Connecting 10 127.0.0.1:21
5 Connection establishied, waiting far welcame message nection estabiished, warting for weicoma message

Insecure server, it does not support FTP over TLS
Server does not support non-ASCH charactess
Logged in

Retrieving drectory listing

mnsecure server, it does not suppart FTP aver TLS
Server does not support nor-ASCH characters
Logged in

pLieving directory Ssting

g of *homaftestuser successhul l?.';.m-; Directory listing of
maoads) Mometest ICAl 859 miocads) = Aemate sits ) -
- ! - / - / ¥ Pictures
’ bin « W homa ’ Dir ¥ Public
» 1 boot » 15 boot ¥ Emplates
cdrom cdrom T Videos
’ s | . (™ -

FAlename A F Alaname ~ Rlesie Rietype Last ma Rename A F Fanamw A Filesize Fletype Last modine: Permissior
darshan-patel-L1 8s testuserhome 158 txt-Nle 10/006/2 darshan-patelLl 85 Dasktop Directory 0OWO6/202 rwxrx i
testuser-homedir.. testuser-hamedin Documents Directory 09/DG/202... drwxex.. B

Downloads Directory 1Oy00/202 drwxr-x i
Music Directory 09067202 drwxr-x :‘
Pictures Directory  0906/202 mrwxr-x i
Publ Directory 05/06/202. arwxrx b
2 hle 10 directonies
an - DO Quene: empty e
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- 8. Zablokuj dostep do serwera vsFTPd wybranemu uzytkownikowi.

I —

\ B 003 custon-seven fer ' - a X

testuser # chroot_list_enableaYES
chroot_list_files/etc/vsftpd.chroot_list

activate the “-R" option to the builtin 1ls. This is
avoid remote users being able
However, someé broken FTP clients

# the presence of the * gption, so there
t.

Nls_recurse_en

# Locking users ac $ to ftp server
userlist_enable=YES

userlist_deny=YES
userlist_file=/etc/vsftpd.userlist

Customi

Some of ft g don't fit the files yout by

default.

This option should be the name of a directory which is enpty

directory shoy not be writable by the ftp user This director
as @ secure chroot() jail at times vsftpd does not require filesys
AcCCcess.,
secure_chroot_dir=/var/run/vsftpd/empty

vsftpd.userlist [+] G 1 sftpd.conf 134,0-1

[8] 1:sudox “custom-server” 88:35 13-0ct-2

torn Uburku Server 2054 LTS . Pawed P estern Oracie YM Vita o - o "

& FileZilla »

ppBlocalhost - FileZiia x
Eox Yiew Transfar Servs kmarks  Helg
- - - — i _—
= O ) X j a2 v - OO % F Q »
locathost e9000 i Host ocalhost Ysermame pp Fassword Port
Status Connecting lving address af locathost
Status Connection establshed, waiting for welkome message. .. necting to 127.0.0.1:21
Response 220 W e to FTP sery Connaction established. wating Tor welcoms
Command AUTH TLS nsecure server, it does not support FTP over T
RESLONGE Plaase ogn with USER & Server does not support NorrASCI characters
Cammand AUTH Logged in
Esnonss 530 P ogin with USER and PA Retriaving directory Esting
Status Insecure ver, it does not support FTP over TLS Directory listing of * successiul
Command USER testuses
| " ) «
14 WAl 559 mioads/ - femote sits ) -
; = - wll
’ bin ’ Bir ¥ Desktop
Flename A F Flename A Flesize Rletype LASE MO Flename A F Renanw A Filesize Fletype Last modife: Parmissior
dars? pi- S darshan-pateld 85 Desktog Directory DHDR/202 e !
larshan-pated-L1 § Not connected to aty Server farshan-pateldl 85 Desktog Directory 0906, drvexe-y
testuserhomedir testuser-hamedir Documents Directory 09/06/202 arwxrx |
Dowrdoads Directory 10/O0/202... drwxrx., ﬁ
Music Direclory 09/06/202 drwxe-x P
Pictures Directory 09/06/202 drwxr-x |
Pubiic Directory 0906202 drwxrx 3
mplates Directory 0S/0G6/202... drwxrx.,. ¥
Videos Directory D202 drvwxr-a i
2 hles, Tots 10 directones
y DN v
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testuser E List_enableaYES
chroot_list_files/etc/vsftpd.chroot

“«R* option to 1 is disabled by
remote users being able to
same broken FTP clients such

the “-R" option, so there 1is
Nls_recurse_enable=YES

# Locking users ¢ 85 to ftp server
userlist_enabl

userlist_deny=ND
userlist_file=/etc/vsftpd.userlist

Customi

Some of vsftpd's settings don't fit the fi systen Llayout by

default.

This option should be the name of a directory which is enpty Also, the
directory shoy not be writable by the ftp user. This directory is vsed
as 8 secure chroot( L at times vsftpd does not require filesystem
ACCERSS.

secure_chroot_dir=/var/ru sftpd/empty

vsftpd.userlis ] 2 1 sftpd.conf 139,6-1

[8] 1:sudox

& FlleZilla »

srvona| « Omcie VM VietcaBon

Pawst #estern

Eae View AnGier Helg
- - - - e -
- O " = Q { =2 v - O O > ® Q »
localhost testuser o900 ® i Host ocalhost Usermame: pp Fassyword Port
Status Disconnected from server Status Connecting to 127.0.0.1:21
Status Resclving adaress of localhost Status Connection established, wating for welcoms message.
[Status Connec 0 127.0.0.1:21 Resporse 220 We e ta FTR seérvice
Slatus Connection established, waiting for w ne message Command AUTH TLS
[Status Insecure sarver, it SUpL ver TLS RESP ) § ) na ¥
Status Server does not SUpPport non-ASCHE characters Commanad AUTH 5
Status Logged in F Do e ogin with USER ant PASE
Status Retrieving dyectary listing Status nsecure server, it doss not support FTP over TLS
Slatus Calcuiating timezone offset of server o 1d )
Timezone offset of server is O secands P ! 530 by T I
Directory § g of */* successtul f f I ot conr L LD Bavvar
imioods) / Wal 559 micads!
- ] -
’ bin » Dir
Flename A F flename A Fletype  LASE MmO Flename A F Fename A Filesize Fletype  Last modife: Parmiss

dars? i S ISEUSar-home 156 txtfle 1000642 darshan-patel4 B5
farshan-pated-L1 § resrusar-homs 156 txtfle 10620 farshan-pateldl @5 Mot connacted to any server
testuser-homedir testuser-hamedir
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9. Zmiana lokalizacji folderu dla uzytkownika anonymous

Allow anonymi default)
anonymous_enables=YES
# Anonynous home directory location

anen_roots/srv/ftp_new_location

sabled by

to allow local

form of FIP

it this
nrite_enable=YES

uncon any

far

expect

users is 87

local

that (822 1is

Defau

1f your users used

#Flocal_umask=022

other

Erite comnand.

ftpd

nner

an

this

effect

to

the

anonymo

ETP

use

le

to upload

nge this

flles

writable

| act

the

ted.

Also,

(=

to

# Unconnent this anonymous FTP - to be able to cre

ow directoris

anon_mkdir_write_enable=YES

Activate directory messages users when th
a certain directo

28,1

ay

pp@cus

Llocation/
test_new_location
po@
new_location/
total 8
“rW-r- 1
2 test_new_location
pp@custor apry $

usta server:

$1s

LA /srv/ftp_

root root @ Oct 13 B88:5

Powet Pasternat 1 (27) [Lruchermrong| © Omce YM VieuaBon

Activities & FileZilla ~ Oct 13 0853

localhost - FileZila

File Edit Veew Transter Server Boclomnark Help
e —n
v - O IhO % = 4 »
Host locainost Usemame Fassword Pornt c
Status Comnecting to 127.0.0.1:21
Status Cormection establshed, waiting for wekome message. ..
[Stotus Insecure server, it does not support FTP r TLS.
Status Server does not Support Non-ASCH characlers
[Status Logged in
Status Ratrieving dvectary listing
Status ry ksting of */* successful
Status Retrieving dwectory listing of =/~
GLatus Calcuiating timezone offset of se
[orarus Timezone

Directory §

Loca site homelfpp/Downloads/ - Remote ¥ |
”
’ bin
Flename A Flesize Fletype filename A FRlesize Fletype

a8 e

§58.2 K8 |pg-file 1asr_new_Joc

IS8 xthie

Last modiMexd Permission Owneriaro

10V13202

BN Quee

"

e

10

—

'
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10. Po przejsciu do wybranego katalogu zdalnego ma sie wyswietli¢ stosowny
komunikat

O pp@ustim-serne

# Defavlt umask for local ] . You may wish to change this to 822,
if your use expect that (022 is used by most other ftpd's)

#local_umask 2

# Uncomment this to allow the anonymous FTP user to upload files. T only

# has an effect 1if the above global write enable is activated. Also, you will

# obviocusly need to create a directory writable by the FYP usep.

anon_uplosad_enable=YES

3

# Uncompent this 1f you went the anonymous FTP user tda be able to create

¥ new directories.

anon_mkdir_write_enable=YES

M

¥ Activate directary messsges - nessages given to renote users when they

# go into & certain directory.

dirnessage_enable=YES

IT enabled, vsftpd will display directory 1istings with the time
in  your local time zone. The default is to display GNT. The
tines returned by the MDTN FTP comnand are also affected by this
option,

use_localtime=YES

# Activate logging of uploads/downloads.
xforlog_enable=YES

# Make sure PORT transfer connections originate from port 20 (ftp-data)
connect_from_port_20s=YES
/atc/vsftpd.conf

2 ppBuson seven

ftp> cd Desktop/

250+~

250-

250~

250+

250~ .

250- jgs Py | -k
250 Directory successfully changed,
ftp>
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11. Wyswietl komunikat powitalny serwera FTP

a PRSI -feree) -

# By L\ pretend to allow ASCII mode but in fact ignore

# the request. Turn on the below options to have the server actually do ASCII

# mangling an files when 1in ASCII mode,
Beware that on some FIP servers, ASCII support allows a denial of service

# attack (DoS) via the command “SIZE /big/file* in ASCII mode, vsftpd
predicted this attack and has elways been safe, reporting the size of the
raw file.
ASCII mangling 18 a horrible feature of the protocol.
ascii_upload_enable=YES

ascii_download_enable=YES

You nay fully customise the login banner string
tpd_banner=Welcone to FTP service - by: Pawel Pasternak 3Ib

®m howm

You nay specify a file of disalliowed anonymous e-mall addresses. Apparently

n

vseful for combatting ceértain DoS attacks.

b

deny_enail_enable=YES
(default followus)

gbanned_enail_file=/etc/vsftpd. banned_enails

You may restrict local vsers to their hone directories. Soe the FAQ for
the possible risks in this before using chroot_local_user of
chroot_list_enable below.

chroot_local _user=YES

# How to fix error 5887 This way:

allow_writeable_chroot=YES

D ppBnson seven

pp@custom-server:~§$ ftp 192.168.1.42

Connected to 192.168.1,42.

220 Welcome to FTP service by: Pawel Pasternak 31b
Name (192.168.1.42:pp):

331 Please specify the password.

Password:

230 Login successful.

Rempte system type is UNIX.

Using binary node to transfer files.

ftp>

186,1




