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Czesc |

1. Stworzy¢ plik index.html zawierajgcy podstawowe dane lub skorzystac z go-
towej witryny.

— 3 ([ ey err v—— ————— . 3

‘ @ Apache2 Ubuntu Default Page ‘ @ Apache2 Ubuntu Default Page
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2. Sprawdzi¢ wtasciwe wyswietlanie strony.

[ 5 003 ouston soven Mevweat U % 2 2

PLYs

<meta charset="utf-8">
<meta name="viewport" content="width=devi

<title>Strona Testowa</title>

<meta name="author" content="

<meta name="description” content="Przyktadowa strona WWWw">
<link rel="stylesheet" href="css/s

</head>

<body>
<hl>Strona Testowa</hl>
<p>Pawetl Pasternak 3Ib</p>

</ body>
</html>

index.html [+]
[var/www/html

f; Cutemn Ubrarty Serwer 20004 LTS - Paswed Pastomat 3 (27 [Unuchommonsa < Chade VW ViltsaBo — [m] x

Strona Testowa

Pawal Pastermak 3lb
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3. Zmodyfikowac plik konfiguracyjny tak, aby strony domowe uzytkownikow
poszukiwane byty w katalogach public_html

3 Ca st saver

ppBcustom-server:~$ sudo ln -5 \

> /etc/apache2/mods-available/userdir.conf \
> /etc/apache2/mods-enabled/userdir.conf
pp@custom-server:~$

Jesli nie dziataja podane kroki to uzyj tego polecenia ->

5 spBoustoe

pp@custom-server:~$ sudo a2enmod userdir
Module userdir already enabled
ppAcustom-server:~$ systemctl restart apache2

AUTHENTICATING FOR org.freedesktop.systemdl.manage-unite =
Authentication is required to restart 'apacheZ.service’.
Authenticating as: pp
Password:

COMPLETE =

pp@custom-server:~$ I
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4. Bedac zalogowanym jako uzytkownik student utworz w swoim katalogu do-
mowym odpowiedni katalog ze strong domowa. sprawdzi¢, czy odwotanie
przez 192.168.1.x/~student daje odpowiedni efekt.

= —5 =

testuser@custom-server:~$ pwd

/home/testuser

testuser@custom-server:~$ mkdir public_html

-sepver:~§ touch public_html/index.html
S nvim public_html/index.html
$ exit

server.~
testusercustom-server:

ppicustom :~$ sudo service apache? restart
pp@custom-server:~$

Strona w przygotowaniu

—
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5. Stworzy¢ w katalogu /etc/apache? podkatalog passwd. Przy pomocy polece-
nia htpasswd -c /etc/apache2/passwd/.hasla student stworzy¢ nowy plik ha-
set. Nowemu uzytkownikowi w w/w pliku ustawi¢ dowolne hasto.

o fets apacty ) - o "

2 g 22$ sudo mkdir passwd
pp@custom-server:/etc/apache2$ sudo htpasswd -c /etc/apache2/passwd/.hasla testuser
New password:

Re-type new password:
Adding password for user testuser
ppBcustom-server:/etc/apache2$ cat passwd/.hasla
testuser:Saprl1$WOTEIIC28Iubp/kq4lleHF92zDZeZLP]
pp@custom-server:/etc/apache2$ service apache2 restart
==== AUTHENTICATING FOR orqg.fre sktop.systemtl.manage-units ===
Authentication is required to restart 'apache2.service'.
Authenticating as: pp
Password:

AUTHENTICATION COMPLETE ==

pp@custom-server:/e
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6. Stworzy¢ dyrektywe Directory dodac¢ dyrektywy AuthType, AuthName, Au-
thUserFile i Require w taki sposob, aby dostep do zawartosci strony mieli
tylko uzytkownicy zarejestrowani w pliku /etc/httpd/passwd/.hasla.

B podo o 0o x

<Directory /var/w
Options Indexes Fol
AllowOverride None
Require all granted
</Directory>

#<Directory /srv/>

i Options Indexes FollowSymLinks
z AllowOverride None

i Require all granted
#</Directory>

<Directory /var
AuthType
AuthName odal] nazwe uzytkownika 1 hasto"
AuthUserFile /etc/apache2/passwd/.hasla
Require valid-user

</Directory>

# AccessFileName: The name of the file to look for in each directory
/etc/apache2/apache2.conf [+]

—
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7. Zrestartowac serwer Apache i sprawdzi¢, czy wpisujgc w przegladarce
192.168.0.n uzyskamy dostep do strony dopiero po podaniu nazwy i hasta
uzytkownika.

| P Cumtem Ubrtu Server 2004 LTS - Samel Pastetrak 3t (723

)« Otache VM Virtuadls Qo x

i localhost
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8. Zmieni¢ domysing lokalizacje (/var/www/html) gtéwnej strony na /www

gty ) - o » ‘

<VirtualHost *:88>
# The ServerName directive sets the request scheme, hostname and port that
# the server uses to identify itself. This is used when creating
# redirection URLs. In the context of virtual hosts, the ServerName
# specifies what hostname must appear in the reguest's Host: header to
# match this virtual host. For the default virtual host (this file) this
# value is not decisive as it is used as a last resort host regardless.
# However, you must set it for any further virtual host explicitly.
#ServerName www.example,com

ServerAdmin webmasterflocalhost
#iDocumentRoot /var/www/html
DocumentRoot /www

# Available loglevels: trace8, ..., tracel, debug, info, notice, warn,
# error, crit, alert, emerg.

# It is also possible to configure the loglevel for particular

# modules, e.qg.

#lLoglLevel info ssl:warn

Errorkog S{APACHE_LOG_DIR}/error.log
CustomLog ${APACHE_LOG_DIR}/access.log combined

008-default.conf
/etc/apache2/sites-enabled

# access here, or in any related virtual host,
<Directory />

Options F

AllowOverride None

Require all granted
</Directory>

<Directory /usr/s
AlLowOverride None
Require all granted
</Directory>

<Directory /var/y
Options Ind s FollowSymLinks
AllowOverride None
Require all granted
</Directory>

#<Directory [srv/>
“ Options Indexes FollowSymLinks
i AllowOverride None

Require all granted
#</Directory>
apache2.conf
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P8 Cuatemn Uburtu Server 2004 LTS . Sawel Pastatrak 3 (72 Pt homimna) - Otack VM Virtuslion - (:

Activities L Firefox Web Browser « Oct 20 05°16

Sronas Testows WWw o +

D wocalhost

'Strona Testowa w katalogu /www

Pawel Pasternak 3ib

9. Zmieni¢ domysling nazwe strony z index.html na start.html.

3 o0 ouston seven fetospady ) o o

<IfModule mod _dir.c>
Oirectorylndex start.html index.html index.cgi index.pl index.php index.xhtml index.htm
</IfModule>

# vim: syntax=apache ts=4 sw=4 sts=4 sr noet

dir.conf
/etc/apache2/mods-enabled
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pp@Acustom-server: /www$ 1s -1
total 4

-rw-r—r-— 1 root root 446 Oct 26 08:16 start.html
ppACcUSTON- St www$

B Cuntemn Uburtu Server 2004 TS . Famel Pestatrak 3 (72 Pnat homimna) - Otack VM Virtusiios
Activities L Firefox Web Browser « Oct 20 08219

Srons Testows STARTY . -

D ocalhost

'Strona Testowa z pliku start.html

Puwel Pasternak 3ib
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Czesc |l

1. Udostepnij kilka przyktadowych plikéw (z réznym rozszerzeniem)w domysl-
nym katalogu serwera Apache. Stworz w nim jedno dowigzanie symboliczne
do pliku tekstowego.

[.;,¢qu1m e ) - 0 u‘

ppRcustom-server:/www$ 1s -1A

total 12

-rw-r—r-- 1 root root 80 Oct 22 14:37 .htaccess

Lrwxrwxrwx 1 root root 15 Oct 22 14:10 index.html — txt_website.txt

“rw-p-~p-~ 1 root root 451 Oct 20 08:19 start.html
-rw-r—p— 1 root root 20 Oct 22 14:09 txt_website.txt
ppcustom-server: /www$ l

vt Server JL0LLTS - Pawat Pasterrsak: 3 (22) [Unuschermonal - Drache ¥ M VirtualBos - o =

Strona z plike txt

—
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2. Sprawdzi¢ dziatanie opcji Indexes FollowSymLinks

<Directory /var/waw/html/>
AuthType basic
AuthName "Podaj nazwe uzytkownika i hasto"
AuthUserfFile /etc/apache2/passwd/.hasla
Require valid-user

</Directory>

<Directory /www>

Options Indexes FollowSymLinks

AllowOverride ALL

Require all granted
</Directory>

AccessFileName: The name of the file to look for in each directory
for additional configuration directives. See also the AllowDverride
directive.

AccessFileName ,htaccess

#

# The following lines prevent .htaccess and .htpasswd files from being
# viewed by Web clients.

/etc/apache2/apache2.conf

/<Directory \/www>

AHBB558: apache2: Could not reliably determine the server's fully qualified domain name, using 12
7.8.1.1. Set the 'ServerName' directive globally to suppress this message

Syntax 0K

ppBcustom-server:/etc/apache2$
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3. Zablokowac lub zezwoli¢ na dostep do strony z wybranego adresu IP

<RequireAll>
Require all granted
Require not ip 127.0.0.1
</RequireAll>

/www/ .htaccess

Activities O Firefox Web Browser «

403 Forbiioden

o

Forbidden

You don't have permission to access this resource

Apache/2.4. 41 (Ubuntu) Server a

Strooa z phikw txt.

14
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4. W serwerze Apache dodaj mozliwos¢ uruchamiania skryptéw php

pp@custom-server:~$ sudo apt install php

Reading package lists... Done

Building dependency tree

Reading state information... Done

php is already the newest version (2:7.4475).

8 upgraded, © newly installed, © to remove and 13 not upgraded.
pplicustom-server:~$ sudo a2enmod php7.4
Considering dependency mpm_prefork for php7.4:
Considering conflict mpm_event for mpm_prefork:
Considering conflict mpm_worker for mpm_prefork:
Module mpm_prefork already enabled

Considering conflict php5 for php7.4:

Module php7.4 already enabled
pp@custom-server:~$ sudo service apache? restart
pp@custom-server:~$

<!DOCTYPE HTML>
<html>
<head>
<meta charset="UTF-8">
<title>PHP EXAMPLE</title>
</head>
<body>

<?php echo "Przykad vzycia PHP.";?>

</body>
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8 Cuntom Uurts Server 20040TS - Pawest Pstarmsk 3 (22) [Unuchermional - Gracle M Vintualfox - o £

PHP EXAMPLE

Preykdad uiycia FHE
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5. Skorzystaj z narzedzia webalizer monitorujgcego serwer www

ppAcustom-server:~$ sudo apt install webalizer

Reading package lists... Done

Building dependency tree

Reading state information... Done

webalizer is already the newest version (2.23.88-3.1).

8 upgraded, © newly installed, © to remove and 13 not upgraded.
ppicustom-server:~$ sudo webalizer

Webalizer V2.23-88 (Linux 5.4.0-88-generic x86_64) locale: /var/www/webalizer
Using logfile /var/log/apache2/access.log.l (clf)

Creating output in /var/www/webalizer

Hostname for reports is ‘custom-server'

Reading history file... webalizer.hist

Generating report for October 2821

Saving history information...

Generating summary report

2086 records (29 ignored) in 1 seconds, 206/sec
pp@custom-server:~$

| P Cumstorn Ubsermts Sover 20,04 TS - 0 pwet Paiterrak 38 (22) [Urichermeona] < Otacie YM Virtusifiox - o

Activities L Firefox Web Browser «

tatistics for custi » +

o

Y locahost

Usage statistics for custom-server
Summary by Mouth
Geonerated 22.0c1-2021 15:00 CEST
Usagn w’ . 7' h; sulu-unm & \Ine
2 3
h - i
e e T V¥
1 Summary by Month !
— Dy oy | Mouthly Totals ‘
B D Poges Vv Sies N \ierce Pges. NN
e 202 29 10 27 1 4 11n T 166 oz l.’":
Tutals [val 7 e 62 lvﬁ
Geneented by Webalizer Version 2.23
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6. W1tacz obstuge plikow .htaccess

#</Directory>

<Directory /var/www/
AuthType b
AuthName "Podaj nazwe uZzytkownika
AuthUserFile /etc/apache2/passwd/
Require vallid-use

</Directory>

<Directory /www>

Options Indexes FollowSymLinks

AllowOverride All

Require all granted
</Directory>

# AccessFileName: The name of the file to look for in each directory

# for additional configuration directives. See also the AllowDverride
# directive,

n

AccessFileName .htaccess

1

# The following lines prevent .htaccess and .htpasswd files from being
/etc/apache2/apache2.conf

/<Directory \/www>

7. Zmodyfikuj plik htaccess (z zadania 6) do zmiany nazwy domyslnie wyswie-

tlanej strony.

<RequireAll>
Require all granted
Require not ip 127.0.08.1
Directorylndex iiindex.html
</RequireAll>

.htaccess
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pp@custom-server:/www$ sudo nvim ,htaccess
pp@custom-server:/www$ 1s

iiindex.html start
ppAcustom-sarver: /www$

php

8. W serwerze Apache stworz sekcje VirtualHost ktéra obstuzy jednoczesnie
min. 3 strony wywotywane po n

# after it has been globally disabled wi
"a2disconf”.
#Include conf-available/serve-cgi-bin.co

th

nf

</VirtualHost>

<VirtualHost 127.6.0
DocumentRoot /www/VH/1
ServerName stronal

</VirtualHost>

. 1:88>

<VirtualHost 127.8.0.1:80>
DocumentRoot /www/VH/2
ServerName strona2

</VirtualHost>

<VirtualHost 127.6.6.1:88>
DocumentRoot /www/VH/3
ServerName strona3
</VirtualHost>

# vim: syntax=apache ts=4 sw=4 sts=4

<tes-enabled/000-default.conf 47,0-1 Bot
:vs Jetc/apache2/sites-enabled/8808-default.conf

azwach mnemonicznych

Directory /www>
Options Indexes FollowSymLinks
AllowDverride ALl
Require all granted

</Directory>

Directory /waw/VH/1>
Options
AllowOverride
Require all granted

</Directory>

Follow

one

Indexes

N

25>

Directory
Options
AllowOverride
Require all granted

</Directory>

fwnw/VH/
Indexes

FollowSymLinks

None

Directory /www/VH/3>
Options Indexes FollowSymLinks
AllowDverride
Require all granted

</Directory>
/etc/apache2/apache2.conf

None

283,2-9
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B B casmon-seven sV

localhost
custom-server

stronal
strona2
stronald

following lines are desirable for IPvé capable hosts
ip6-localhost ipé6-loopback
ip6-localnet
ip6-mecastprefix
ip6-allnodes

ipé6-allrouters

/etc/hosts

= ourtts Server 204 T5 - Oewet Pasternak 36

X Web Browser «

Sunna Testowa Virtualb: « +

- C

'Strona Testowa 1

Pawel Pastornak 31b

Strona Testowa Viruain

stronaZ

27) |Uracharmeoma] - Ot

pom YM Vil = =]

Nov 3 08228

Strona Testowa Virtualk

Strona Testowa 3

Pawel Pastornak 31b

Strona Testowa START

P

Y locaihost

Strona Testowa 2

Pawel Pasternak 31b

Strona Testowa z pliku start.html

Pawel Pasternak 31b
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